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System Settings

Basic Settings

KEY FEATURES Basic Settings

Uze this page to configure the basic parameters of device.

Device Name — Contains last 6 digits

Device Settings

of MAC Address
Device Mame: ap27dch3 (max. 15 characters and no spaces)
Network Mode — Define Ethernet port Network Wode: Bridge  ~
as Brldge or ROUter Ethernet DataRate: Auto -
Country/Region: United States -
Country Region — Will adjust the Spanning Tree: @ Enabled Disabled
frequency channel and output power STP Forward Delay. L (1~30seconds)
plan based on selected country GPS Coordinate Settings
Spanning Tree— Prevent Network Loops Latitude: Novoo fo o
using the STP Longitude: E =~ 0 "0 ‘0

STP Forward Delay— Adjust how often STP will reassess the network

GPS Coordinates— Manually input the GPS Coordinates for the Radio.



System Settings
TCP/ IP

TCP/IP Settings

This page configures the IF address, subnet mask, DHCF,
network: that is connected to the LAN port of the device.

General TCP / IP

TCP/IP — Basic configuration settings

IP Address Assignme nt

RADIUS—- General configuration, other RADIUS Obtain IP Address Automatically

options also available as we will see later ® Use Fixed IP Address
IP Address : 192.168.1.1
Time Settings— Manual or server synchronization Subnet Mask: 255.255.255.0
Gateway |p Address : 0.0.0.0
DMNE1: 0.0.0.0
RADIUS Settings 0.0.0.0
lUse this page to set the radius server settings. r

Time Settings

You can synchronize System Log's time stamp with a public time server over the Internet.

Authentication RADIUS Server

IP Address: 0.0.0.0
Current Time: ¥r 2010 Mon 1 Day 1 Hr 0 Mn 21 Sec 12 Port: 1812
Time Zone Select: (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London - Shared Secret

Enable NTP client update
Global-Key Update
MTP server:

Manual IP: every Seconds

T—



Available Operational Modes

> AP - Access Point

» Wireless Client — Station, CPE
» Bridge — P2P, PXP, WDS Bridge

» AP Repeating — Repeater

Differences Between Modes

SSID

Lock AP MAC
Broadcast SSID
HT Protect
Frequency

Ex. Channel

MAC Clone

Operational Mode

AP
N

2 2 =2 2

Client
\/
\/

Bridge

AP Repeater
\/

. <2 . 2

Wireless Basic Settings

Use this page to change the wireless mode as well as configure any associat

parameters.

Basic Settings

"] Disable Wireless LAN Interface

Operation Mode:

Wireless MNetwork Mame(SSI0):

Broadcast S5I10:
80211 Mode:

HT protect:
Frequency/Channel:
Extension Channel:
Channel Mode:
Antenna:

Maximum Output Power (per
chain):

Data Rate:

Extension Channel Protection:

AP -
Wireless (more...)
@ Enabled O Disabled

7y Enabled @ Disabled

802.11B/G/N ~

2437MHz (6) =

BW Options
@ Internal (8 dBi) ) External (N-Type)
12 5
= 20 dBm
Auto -
Mone -




VAP Profile List

VAP Profile Settings
Virtual Access Point Settings define cach WLAN's atriute.

+ # % Profile Name + SSID & Security Vlan ID Enable
- . 1 Profile1 Wireless Open System Always Enabled
16 Configurable VAP Profiles :
2 Profile2 Wireless Open System

802.1Q VLAN ID - VLAN paSS through 3 Profile3 Wireless Open System

. . B Profiled Wireless Open System

allows the devices user interface to be ! — o r—
aCCESSEd th FOUgh a VLAN. ] Profileb Wireless Open System
7 Profile¥ Wireless Open System

Profile(x) — Each profile can be configured 8 Profile Wireless Open System
individually as seen on the next slide. ? | Profiles ireless Open System
10 Profile10 Wireless Open System

11 Profile11 Wireless Open System

12 Profile12 Wireless Cpen System

13 Profile13 Wireless Open System

14 Profile14 Wireless Open System

15 Profile15 Wireless Open System

16 Profile16 Wireless Open System

Enable 802.1Q VLAN

Management VLAN 1D:



VAP Profile 1 Settings

Fundamental Settings— Profile name, SSID,

Broadcast SSID, Security including WEP, WPA and
WPA2

Wireless Separation — Prevent Associated
users from connecting to each other over the
wireless bridge and by-passing the Ethernet
port

WMM - (Wi-Fi Multimedia) Support for
wireless QoS

MAX Station — Number of clients allowed to
associate

VAP Profile Settings

VAP Profile1 Settings

Basic Settings

Profile Name:

Profile1

Wireless Metwark Mame (SSID).  Wireless

Broadcast SSID:

Wireless Separation:

@ Enabled Disabled
Enabled '@ Disabled

WMM Support: @ Enabled Disabled
Max. Station Mum: (0-32)
Security Settings
Metwaork Authentication: Open System A
Data Encryption: Mone A

Key Type:

Default Tx Key:
WEP Passphrase:
Encryption Key 1:
Encryption Key 2:
Encryption Key 3:
Encryption Key 4:




Advanced Settings

] Wireless Advanced Settings
Ad\la nCEd Settl ngs a re best at defa u It These settings are only for more technically advanced users who

wireless LANs, These settings should not be changed unless you U
changes will cause.

These features can help increase network performance

when used correctly, often modifying them without need PP asgregaton ® Enepled T Beanled
. . . A-MSDL aggregation: Enabled @ Disabled
will negatively impact a networks performance. —_— Ccbied ® Disabicd
RT3 Threshold: 2347 (1-2347)
Fragment Threshaold: 2346 (256-2346)
TDM Coordination — best used with multiple Beacon Inferval 100 (20-1024 ms)
clients DTIM Interval: 1 (1-255)
Preamble Type: Long & Auto
Space in meters — 1000 meter is default and (GHIF Snooping: ® Enadled ) Disabled
. . . RIFS: @ Enabled Disabled
can be used in most situations Link Integration: Enabled @ Disabled
TOM Coordination: Enabled @ Disabled
Space In Meter: 1000 (0-15000 m)

Enable Traffic Shaping

Incoming Traffic Limit: kbit's
Incoming Traffic Burst: kBytes
Outgoing Traffic Limit; kbitls

Outgoing Traffic Burst: kBytes



LAN-to-LAN

Available in Wireless Client Mode — CPE Type

Situation: Typical WLAN packet delivery uses 3 Address Fields (DA, SA and BSSID)

Problem: cCan’t support multiple clients behind client

Solution: Lan2Lan Utilizes all 4 available Address fields
» RA — Receiver Address
» TA — Transmitter Address
» DA — Destination Address
» SA —Source Address

Note: AP must support LAN-to-LAN mode

Multi-Client — Traditional packet delivery method is compatible
with all AP’s

Wireless Advanced Settings

These settngs are only for more techmcally advanced users w
N 4 2

wirgloss LANS. These settags o
changes will cause

AMPOU agoregalion
AMEDU agoregation
Shon Gl

RTS Trweshold
Fragment Threshola
Beacon Intervad
DTIM Intervad

Preambie Type

wold net be changed unless you w

¥ Enabled Disadiea

Enadled @ Disadiec

Enableg Disadied
2347 (1.2347

40 34
100 0-1024m

GNP Enooping Enabled atle
RFS Enabled atie
Link iIntegration Enabled © Disatie
"‘Z‘v“F Type & L. Cliget Lant
Space In Meder 1000 (0-95000 m)

Enable Tralfic Shaping
Incomng Trame Lirmt
ncoming Trame Burst
Outgoing Tealc Lima

Ouagoing Tralic Bxrst

102400 (L20

20 Syie
102400 Kbet's
20 Bytes

ho have a
Secstan

=y




Wireless ACL

Wireless Access Control

Why beneficial? = Added level of security

How does it work? = Based on a MAC address list you can include or exclude clients
that attempt to associate to your AP

Wireless Access Control

If vou choose "Allowed Listed', only those clients whose wireless MAC addresses are |
control list will be able to connect to your Access Point. When 'Deny Listed' is selecter
chients an the list will not be able to connect the Access Point.

Access Control Mode: Disable -

MAC Address:

[Apphr] | Cancel|

£ MAC Address Select Edit




WDS Bridging Protocol

WDS (AP Repeating and Bridge Modes) WDS Settings

A Wireless Distribution System allows interconnection of access point

ereless DIStrIbutlon SyStem (WDS) |S a Br|dg|ng do this, yvou must set all interconnected APs in the same channel, inp

other APs which you want to communicate with in the table below am

prOtOCOI that a”OWS mUItlpIe bridges tO function. This function will only work in Bridge and AF Repeater mods
communicate with each other

WDS Separation: Enabled Disabled

N - . . . Local MAC Address:
Association — Association is based on MAC

. Remote AP MAC Address 1:
address tables of remote bridges

FRemote AP MAC Address 2:

Remote AP MAC Address 3.
Maximum connections — Up to 4 remote

Remote AP MAC Address 4.
bridges may associate with each other

How do you configure a WDS Network?



WDS Examples

WDS applies to Wireless Bridge and AP Repeating modes.

Typical Configurations:

* Point to Point (P2P)

e Point to Multi-Point (PXP)

* Access point with repeating (APR)



WDS Point-to-Point

Add the remote bridge B’s MAC address into Bride A’s WDS table

M Bridge A Bridge B

MAC MAC XX:XX:XX:XX:00:02

S WDS Bridge link is now Established

WDS Association Table WDS Association Table

Remote MAC = XX:XX:XX:XX:00:02 Remote MAC =

Add the remote bridge A’s MAC address into Bride B’s WDS table



WDS Point-to-Multi-Point

Bridge C
MAC XX XX XX:XX:XX:03

WDS Association Table

Triceiiine Remote MAC =
Bridge A Bridge B
MAC MAC XX:XX:XX:XX:00:02
< Established Link >
WDS Association Table WDS Association Table

Remote MAC = XX:XX:XX:XX:00:02 Remote MAC =

Remote MAC = XX:XX:XX:XX:00:03

Add the remote bridge C’s MAC address into Bride A’'s WDS table and A’s into C’s



WDS Point-to-Multi-Point

Bridge C
MAC XX:XX:XX:XX:XX:03

WDS Association Table

PR Remote MAC =
Bridge A Bridge B
MAC MAC XX:XX:XX:XX:00:02
Established Link >
L 2 se—
WDS Association Table . WDS Association Table
Bridge D
Remote MAC = XX:XX:XX:XX:00:02 MAGC XX:XX:XX:XX:XX:04 Remote MAC =

WIRELESS

Remote MAC = X)XC:XXEXX:XX:00:04 Remote MAC =



WDS RELAY

Bridge C
MAC XXCOGXXEXX:XX:03
WDS Association Table
Remote MAC =
Remote MAC = XX:XX:XX:XX:00:02

WIRELESS
CPE

Bridge A Bridge B

MAC XX:XX:XX:XX:00:02

MAC

WIRELESS
CPE

WIRELESS
CPE

WDS Association Table WDS Association Table

Bridge D
Remote MAC = XX:XX:XX:XX:00:02 MAC XX:XX:XX:XX:XX:04 Remote MAC =
Remote MAC = XOUXO0CXX:XX:00:03
Remote MAC = XX:XX:XX:XX:00:03 —  \WDS Association Table

WIRELESS

Remote MAC = XXC:XX:XX:XX:00:04 Remote MAC =



WDS LOOP’s

CAUTION: WDS Is Not Designed To Handle Bridge Network Loops!

What types of Networks can WDS Bridge Networks support Start or tree
| Create using WDS? topologies. Ring or mesh Networks are NOT
supported and will create network Loops.

Will STP Prevent WDS Loops? No, WDS is implemented at the Wireless Driver
level and STP works at the Layer 2 Bridge Layer.

A loop will create a packet storms at the wireless
driver level.

The next couple of slides will show two common loop issues operators can create.



WDS LOOP Example 1

Bridge C
MAC XXDOCXX:XX:XX:03
WDS Association Table

- Remote MAC =
Remote MAC = XX:XX:XX:XX:00:02

Bridge A Bridge B
MAC L | MAC XX:XX:XX:XX:00:02
CPE 4 4» CPE
[ = L |
WDS Association Table . WDS Association Table
Bridge D R te MAC
— XXXX-XX-XX-00- XXX XX XX emote =
Remote MAC = XX:XX:XX:XX:00:02 MAC XX:XX:XX:XX:XX:04 Remote MAC = XX:XX:XX:XX:XX:03
Remote MAC = XXCXXCXX:XX:00:03
Remote MAC = XX:XX:XX:XX:00:04 Mo WDS Association Table

Remote MAC =



WDS LOOP Example 2

Bridge C
MAC XXDOCXX:XX:XX:03
WDS Association Table

- Remote MAC =
Remote MAC = XX:XX:XX:XX:00:02

Bridge A Bridge B
MAC | Nﬁc XX:XX:XX:XX:00:02

WIRELESS WIRELESS
CPE CPE

| = —— I |

WDS Association Table WDS Association Table

Bridge D
Remote MAC = XX:XX:XX:XX:00:02 MAC XX:XX:XX:XX:XX:04 R‘Zm)tee MAC = JOGXX:XX:XX:00:04

Remote MAC = XX:XX:XX:XX:00:04

WIRELESS

WDS Association Table

Remote MAC =
Remote MAC = XX:XX:XX:XX:00:02



AP Repeating

(((:3)) H@ ) (((:J)) ((( I)) WDS Association Table

\ . WDS
< >

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:02 WDS Association Table
Remote MAC = XX:OUXX:XX:00:03 Remote MAC =



WDS Performance

WDS Throughput Performance Impact.

QUESTION: Does WDS Bridging affect throughput?

ANSWER:

Yes, the impact on performance depends on the Network setup.
Point to Point networks suffer little to no effects.
Point-to-Multipoint networks Vary. Adding a relay point or a

repeater will cut performance about 50% as it needs to Receive
and Transmit every packets.

The next few slides will show some real examples.



WDS P2P Performance

Wed, 1Aug 2012 14440

Bandwidth

&‘i:t-__l__:.-""n‘ . = _,: :..la:‘;.‘l‘-\_ .

ag.o [= e as.0

#156: [2.95MBits/s]

[180] 0.0-100. .96 Mbits/szec -
[212] 0.0-100.
[172] 0.0-100.

[SUM] ©0.0-100.

gec  35.3 MBytes
sec 35.3 MBytes .96 Mbits/=sec
sec  35.4 MBytes .87 Mbits/=ec
sec 527 MBytes| 44.2 Mbits/sec I

k3 B3R

(Sl e R




0.25

WDS P2P Relay Performance

CET DT

a5.0

#164: [1.47MBits/s #180: [1.46MBit
#172: [1.47MBits/s
#220: [1.48MBits/s

0.0-100.1
0.0-100.1
0.0-100.1
0.0-100.1

Sec
Sec
SEeC
Sec

7.6 MBytes
.8 MBytes
.4 MBytes

1.47 Mbitcsa/=ec -
1.07 Mbhits/=sec
1.37 Mbitcsa/=sec

2 MBytes

21.1 Mbits/sec |




WDS AP Repeating Performance

Wed, 1 Aug 2012 15:25:

Bandwidth

Q0.0 gz 5 a5.0

#220: [2.65MBits /5]

#164: [2,99MBits/s

[244] 0.0-100.
[212] ©0.0-100.
[268] 0.0-100.
[SUM] ©0.0-100.

zec 33.5 MBytes .81 Mbita/=sec <
sec 33.2 MEBytes .24 Mbits/=sec
sec  33.7 MBytes .82 Mbits/sec

sec 519 MBytes| 43.5 Mbits/sec I

B3 B3 R

[ T e T T s




WDS 3 AP Repeaters Performance

Wed, 1 Aug 2012 15:17:53

Bandwidth

J0.0 725 ift =] 250 L L2.5 as5.0

#172: [1.41MBi #180: [1. 28MBits/s]
#252: [1.35M
#188: [1.39MBits/s

[212] 0.0-100.1 =sec 15.& MBytes 1.31 Mbits/=sec 2t
[180] 0.,0-100,1 sec 15.3 MBytes 1.28 Mbitcs/=sec

[244] 0.0-100.1 2ec 16.8 MBytes 1.41 Mbits/sec

[BUM] ©0.0-100.1 =ec 239 MEytes| 20.0 Mbits/sec |




Status

Information

This page shows the current status and some basic settings of

Association List

This table shows the MAC Address, [P Address and RSSI for each associated device(s).

System Information

Device Mame ap27dcb3

MAC Address 00:19:70:27.dcb3
Country/Region United States
Firmware Version 308

» VAP
Tindex

s o Signal | Noise i * .
# MAC Address * Strength  * Floor  * Connection Time % LastiP Action

1 5c:0a:5b:4d:b4:49 -52 -96 2010-1-100:07:37  206.214.62.102  Kick

LAN Settings

IP Address 192.168.1.1
Subnet Mask 255.255.255.0
Gateway IP Address 0.0.0.0

MAC Address 00:19:70:27:dcb3

Wireless Settings

Operation Mode AP

Wireless Mode 802 11BIGIN
SSID Wireless
Encryption Open System
ACK Timeout 35us

WHMM Enable Cn

Moise Floor -96 dBm

Statistics

Thes page shows the packet for both and over the - rless
ard (Pomet ratworis.

Poll tervat S (065534 sec [ Setintenal] [ Stop|
Receteed Traasmmed
Vs
st Packds 2% 2%
Brosccast Packels 1535 311
Lutcast Fackeds 132 0
Yot Packess 392y 5o
Total Sytes 763364 958419
Ememnet
Touw Pacrecs 45400 0
Tota Bytes 7135072 10684001

ARP Table

This table displays ARP informatien.

L ork Activity

‘This graph desgiays throwghpet informason for both the Wireiess and EThemet nesmonis.

#  IPAddress * MAC Address + Interface

192.168.1.2 00:0C:F1:D7:CF:DC bro

virmess
25
LT
) b 388k
"
i
5
i
L]
Ethemet
»
2s Mmasds
1 2 85k
»
"
1
5
i
o

19216815 20 6ABA4DAB9A bro

Bridge Table

This table displays bridge information.

# Ageing Timer(s)
66.06
0.22
287

08:09.97
80:82:be
Ta75:a7




Site Survey — For client mode

Tools — Wireless Client

Wireless Site Survey

This page provides a tool to scan the wireless network.

& ssSD 4Frequency/Channel ¢ MAC Address ewi:g':ess ’sfrig:::n #Security
linksys 2412MHz(1) 00:1d:7e:40:03.72 802.11B/G 41 WPA2
L-COM 2437MHz(6) 00:19:70:005:44 802.11B/GIN  -58 NONE
finitywifi 2437MHz(6) 18:e£63:03:06:01 802.11B/G 93 NONE
fabwifi 2437MHz(6) 00:25:9c:ac:4cf0  802.11B/G 76 WPA

Wireless Site Survey

This page provides a tool to scan the wireless networl.

¢ ssiD $Frequency/Channel ¢ MAC Address =w:§f:5 ¢Sfri2:;tlh + Security
linksys 2412MHz(1)  00:1d:7e:40:0372 B802.11B/G -41 WPA2
L-COM 2437MHz(5) 00:1970:00:f5:44 80211B/GMIN -8 NONE
sinitywif 2437MHz(5) 18:ef63:b3:06:01 802.11B/G 03 NONE

fabwifi 2437MHz(5) 00:25:9cac4ci0  802.11B/C 76 WPA
TWCWF] 2437MHz(5) 18:6F63:b3:06:02 802.11B/C 92 NONE
CableWiFi 2412MHz(1) 68:bd-:ab:Fa:43:03 802.11B/C 92 NONE
optimumwi 2412MHz(1)  68:bd-ab:Fa:43:00 802.11B/C 90 NONE
sfinitywif 2462MHz(11)  aca016:5c37-01 B0Z.11BIC 92 NONE
CableWiFi 2462MHz(11)  aca0-16:5c37:03 802.11BIC 91 NONE




Tools — Ping Watchdog

Ping Watchdog Ping Watchdog

This page provides a tool to configure the Ping Watchdog. If the fail count of the Ping reaches a
specified value, the watchdog will reboot the device.

Enable Ping Watchdog

Why? IP Address to Ping: 206.214.62.38

Ping Interval: 10 seconds

» Increases reliability B ssconsser)
. . Failure Count To Reboat: R
> Reduce field service calls

[ Apply| [ cancel

How?
Monitors its connection to a reference point




Tools — Data Rate Test

Data Rate Test

Use this page to test the link quality to the remote WDS node.

Data Rate test

¢ Index ¢ MAC Address

. ° 1 00:19:70:00:f5:44
Check the performance of available data rates.
| Refresh Stop |
- ol B Packet Size
» Increase reliability s R o [ ||, T W O |« e
® Bytes ¢ Bytes  Bytes Bytes
> Increase performance Auto 100% 100% 100% 100% 52 52
™ 100% 100% 100% 100% 51
2M 100% 100% 100% 100% 51
100% 100% 100% 51
1M 100% 100% 100% -53 51
&M 100% 100% 100% -53 -52
aMm 100% 100% 100% 53 53
12M 100% 100% 100% -53 53
18M 100% 100% 100% 52 54
24M 100% 100% 100% -52 -52
36M 100% 100% 100% 100% -52 51
48M 100% 100% 100% 100% 2 51
54M 100% 100% 100% 100% 52 51
MCS0-6.5[13.5] 100% 100% 100% 100% 52 51
MCS1-13[27] 100% 100% 100% 100% 52 51
100% 100% 100% 100% 52 51
100% 100% 100% 100% 52 51
100% 100% 100% 100%
100% 100% 100% 100%
100% 100% 100%
100% 100% 100% 52




Tools — Antenna Alighnment

Antenna Alignment

Proper Antenna alignment is
essential for a reliable and

efficient wireless network.

» Make sure Signal Strength is
stable and strong enough for
intended network.

> RSSlis based on 802.11 standard.

Antenna Alignment

Use this page to align the antenna by link quality.

% Index * MAC Address

= 1 001970000544

| Refresh | |Stop |

Signal Strength: -48 dBm
Current RS SI; 48
Transmit Packets: 22826
Receive Packets: 594




Measuring Throughput:
Simple and easy to run

* one Pair test

* Tx, Rx, Duplex testing

* Enter user name and
password for remote device

Tools — Speed Test

Speed Test
This pape allows you fest the nebwork beet T
Crsnnatic 206,214.62,36
e Mar dimin
Passwerd b
Drgclice Transm
Tast
STATUS: Test complaba
TEST RESULT
R M,
i 277 Mbits/s e SpeEd Test

This page allows you test th

e network speed between this

device and another terminal.

Destination IP:
User Name:
Password:
Direction:

206.214.62.38
admin

STATUS: Testcomplete.

TEST RESULT
RX: 17.6 Mbits/sec
TX: 16.1 Mbits/sec




Management

Status System Wireless

Management:

Remote Settings =

Remote Settings

Use this page to switch services of remote console.

CoovaChilli Settings

Firmware Upload

Management Privacy Mode

* Remote Management

Password Settings Telnet SNMP ETP

.
O pt I O n S Certificate Settings 8SH Force HTTPS WISE

SNMP Settings

i | | OtS Ot Protocol Version:
p Server Port: 161

. . Get Community: public
[ J U pd t g F Set Community: tvat:
a I n I r m Wa re Trap Destination: ET:.HU.EU

Trap Community: public

* Backing up config files
° Pa SSWO rd Configure SNMPv3 User Profile
* Certificates

Configuration File

This page allows you to save current settings to a file or load the settings from the file which was
zaved previously. You may also reset the current configuration to factory default or reboot the device.

Save Settings to File: Save...

Load Settings from File:
Reset Settings to Default:

Reboot The Device:




LAN2 Overview

¢ . .
AR - ( Nyrrs

A s

WIRELESS
CPE

e Originally developed to support IP Cameras
I e Power is supplied from the power supplied through LAN 1

| = * Lan2 has a power protection circuit, but do not insert PoE
- — = i power into port, it wont work.

DEVICE
L1 L2

To PoE Inejctor
18V 1.3A
23.94W




LAN2 Power Overview

WIRELESS
CPE

LAN2 power output comparison

L1 Cable LAN2 Max | LAN2 Min

Length (M) PWR (W) Voltage (V)
10 5 11.92 15.82
15 5 11.07 15.18

1 = = —
[ — | 20 5 10.22 14.51
LOAD
DEVICE
L1 L2 25 5 9.37 13.9
30 5 8.52 13.26

To PoE Inejctor
18V 1.3A 35 5 7.67 12.62

23.94W

40 5 6.82 11.99



Once the load device is
connected, you need to enable
the power to the LAN2 port by
enabling it in the firmware
under basic settings.

Basic Settings

Enabling LAN2

Use thiz page to configure the basic parameters of device.

Device Settings

Device Mame:
Metwork Mode:
Ethernet 1 DataRate:
Ethernet 2 DataRate:

Country/Region:

ap00fcaf (max. 15 characters and no spaces)
Bridge | %

Auto b

ALt v

United States »

Secondary RJ45 Power:

OEnabled @ Disabled |

Spanning Tree:

STP Forward Delay:

& Enabled O Disabled

1

(1~30 seconds)




External Antenna

ZCN-1523H-5-16 - Antenna Connector = 2 SMA RP female connectors. ’

Step 1 — Turn off power

Step 2 — Remove enclosure cover.

Step 3 - Remove 2 rubber plugs from enclosure.

Step 4 — Connect 2 adapter cables to antenna connectors.
Step 5 — turn on power switch and replace cover

Step 6 — enable external antenna feature in firmware.

Cable Diameter should be no larger than 5mm

Warning — Do not over tighten, tighten with fingers until snug.



Basic Troubleshooting

Main Testing Areas

e Ethernet * Wireless
Ethernet Connectivity * Cannot Associate
Firmware Not Loading * Poor Performance

Power Problems

| " |



Ethernet Troubleshooting

Ethernet
Troubleshooting

Main problem = no power

What power supply is being used?
Customers
OEM

Length of cable: injector to device
50’ + 12v supply
>50" + 15v supply

Can each be verified/replaced?

Supply
Cable



Ethernet Connectivity

Ethernet Connection Testing | &

* Main problem = cannot access WEB utility !;.N | J

* Check with reference 50’ CAT5e / CAT6
cable from injector to DUT + reference 12V
power supply

* Step 1: Default unit

* Step 2: Check LED indicator

* Step 3:Ping192.168.1.1
* Step4: Loginto 192.168.1.1 L-CaFTiEs.,

e Step 5: Power cycle unit multiple times to check
for intermittent problem

¥



Firmware Not Loading

Ethernet Is Good but cannot Access WEB Utility

Reported Symptom = cannot access web utility T
* Check the following: et ™ ™

* Power and/or LAN light stay amber color h-

* May be able to ping device, but nothing more £7HTTP 404 Not Found - Microsoft Internet Expli

° Possible Causes File Edit View Favorites Tools Help

* Improper firmware loaded

ﬂ The page cannot be found
* Firmware update was interrupted

. The page you are looking for might have been rer
°
SOIUt'On name changed, or is temporarily unavailable.

* Re-load firmware using TFTP connection

Please try the following:

e If you typed the page address in the Addre
sure that it is spelled correctly,




Firmware Not Loading

Re-loading firmware via TFTP connection

Configure PC as follows:

e Change IP Address to 192.168.0.36 sioNALIDICATORS
* |nstall and Configure TFTP Server
«  Power and/or LAN light stay Amber color RaIIPLS2
* May be able to ping device, but nothing more Curent Directory [F:\Skypott 20,11 TFTP Server
Server interface [132.168.0.36
* Possible Causes Titp Server | Tito Chont | DHCP server | Susioq sarver|
* Improper firmware loaded T
«  Firmware update was interrupted “3589‘239‘” L e s )
e Solution
* Re-load firmware using TFTP ¢ >
Current Action |DACK: <timeout=5,>
About | Settings Help




Wireless Troubleshooting

Cannot Associate

Access Point Mode

Verify settings

Verify Station can “see” it (hide ssid)

Client Mode

Scan (site survey)
Same channel as AP
Same ESSID as AP

Verify settings
Associate with MAC

AP Repeater / Bridge

Verify WDS settings
Verify settings

Wireless

Acquire from the customer
- Network Diagram
- Configuration Files

- Clear Description Of The
Fault and How To Duplicate

- Site Survey / Location Info



Troubleshooting

First Fresnel Zone

Fresnel Zone Infringement @ e

Infringement can be indicated by:

* Poor/unstable connections — RSSI values
shifting dramatically

Association List

MAC Addness, [P Address and RESH for each associsted devsoels)

AR Signal Mot
] & MAC Asdress 'Slmﬂﬂﬂ 'IW & Connection Teme & LastiP Action

Considerations:
* Antenna height

Ralresh

e Curvature of the earth
* Obstruction height

4 Mile Link

eeeeee

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Troubleshooting

Path Loss

Aggregate signal strength + adequate fade margin needed for
successful communication :

* Received Signal = TXPWR-TxCableLoss +AntGain — FSP* + RxAntGain -
RxCablelLoss

*FSP = 20Log,,(MHz)+20Log,,(Distance in Miles)+36.6
Fade Margin between 10-20 is normal. Greater distance = greater fade margin
Considerations:
e Refraction — from the atmosphere (changes over time)
* Diffraction - objects near radio path cause this effect

* Reflection - can be caused from objects near and far from path



Troubleshooting

1 Mile @ 2412MHz

" +15dBi AntGain +15dBi AntGain

-3dB Cable Loss -89 = Rx Sensitivity
- -60.2 = Received Signal
-28.8 = Operating Margin

-60.2dB = =

20dBm -3dB +15dBi  -104.2 +15dBi -3dB
Received Signal = TxPWR-TxCableLoss +AntGain — FSP + RxAntGain - RxCableLoss




Physical Inspection

Physical Inspection

The unit is checked for physical damage
* (Case integrity checked
 Damage to connectors / jacks noted
* Missing accessories noted

The unit is checked for operation
* Customers power supply used if supplied

* Known-good power supply used if customer
power supply is not available or fails to
power unit on

LED operation verified

Current draw

*  Typical with 12v supply / 50" CAT5E = 0.3A
on standby



Improper Power Used

How to tell if customer used
wrong power supply?

VR2 / VR3 are voltage regulators as
shown here circled in red.

When one or both units are burned it
shows that an unacceptable level of
voltage was applied to it.

We recommend power supplies
between 12 ~ 15V




Throughput Testing Setup

Throughput Testing - Baseline

e Use CAT5e or CAT6 shielded cables

e Test PxP between 2 PCs to ensure reference
e TCPoverhead = ~8%
e UDP overhead = 6%

Throughput Reference:

100Mbps NIC:
TCP =~>92Mbps
UDP = ~>94Mbps
1000Mbps NIC:
TCP =~>920Mbps
UDP = ~>940Mbps




Throughput Testing Setup

B Rss:
_35 ~ -40

Iy

Wireless Testing :gsstzm

Setup should be so that RSSI at either unit
is approximately -35~-40 when both units
are known reference units (conducted or
radiated)
* If displayed RSSI is ~>8-10dB worse at
DUT, the receive is most likely defective

* |f displayed RSSI at the reference unit is
~<3dB less than reference, the Tx fails
(DUT is in AP mode)

NOTE: RSSI should never be higher than -28dB as this
can permanently damage the unit.




Throughput Testing Setup

Target RSSI: -35~-40

Conducted Testing N Z—

| - N
* Provide enough cable separation )

between attenuators <2048 Attenuat

e Use attenuators <20dB if possible

* |f possible, do not string multiple
attenuators in sequence

<20dB Attenuator

=

<20dB Attenuator
N/

&,
Y

Target RSSI: -35~-:\\




Throughput Testing Config

Throughput Settings

e JPerf Settings

10 parallel streams

* Expected Performance (MCS7-20MHz BW) :
TCP =~ 45Mbps

Server Settings




TCP Client Configuration

|| JPerf 2.0.2 - Network performance measurement graphical tocl = | L
JPerf
Iperf command: binfiperf.exe - 192.168.1.165 P 10 4 1-p 5001 -Fm -t 60 i@, Run Perfi ‘
Choose iPerf Mode: @) Client Server address 192.168.1.165 Port 5,001
Parallel Streams 0
Server

Application layer options R Bandwidth

Enable Compatibility Mode

Transmit 60 =

Bytes (@ Seconds

Qutput Format MBits -
Report Interval 1| seconds
Testing Mode Dual Trade

test port

Representative File

Print M55

»

Transport layer options

Choose the protocol to use

@ TCP
Buffer Length 215
TCP Window Size 565

Max Segment Size 15

TCP No Delay

uop

44 4
Time

1P layer options 2 [€UT]  ©.U—UU.U STC  oS9.U MOyLTS T, UL MOILS7 oTw
-
[136] 0.0-60.0 sec 33.1 MBytes 4.62 Mbits/sec
TIL 1 [168] 0.0-60.0 sec 33.1 MBytes 4.62 Mbits/sec
Type of Service | None - [184] 0.0-60.0 sec 33.0 MBytes 4.62 Mbits/sec
[152] 0.0-60.0 sec 33.1 MBytes 4.62 Mbits/sec
Bind to Host ,, -
[SUM] 0.0-60.0 sec 327 MBytes 45.7 Mbits/sec
IPvS Done .

Save ‘ | Clear now Clear Output on each Iperf Run




* Slow Utility Access

Wireless Considerations

Poor Performance

Check length of cable vs. power supply
Change Ethernet cable

= 000

\
/
4

o
g
=

EVM

> . ‘\\l
4 Fs==n\Y

f# o=~y
(-] =
-]
-
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o
g
&
b
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=
g

Make sure not remotely connected
through a wireless device

* Poor Wireless Performance

Verify no physical obstruction

Scan for wireless interference (site
survey)

Same channel as AP

Same ESSID as AP

Exchange unit

Check wireless characteristics (VSA)
Output power
EVM

)
=1

=
o

o
=1

-+ Compression

. Power spectral density in dB
&
3

4
=1

_ag i i i i H i H i i
213 2132 2134 2136 2138 214 2142 2144 2146 2148 2135
Frequency in GHz

f‘;H CEH Adjacent Channel

Interference




Installation Considerations

Are Channels 1 and 6 truly non-overlapping?

Consider Side bands

Directivity — Some signal will
transmit behind the antenna, higher
the gain, further the directivity.

k- - -

30
Frequency (MHz)

>




Installation

Preconfigure units before
installation

e This ensures that the unit and
accessories will work as expected

Perform site survey to select
optimal channel

Determine and circumvent
obstructions to Fresnel zone

Best Practices



Antenna Directivity

Antenna Alignment

2 Po I e m O u nted S kypo rt’s Use this page to align the antenna by link quality.
Back to Back wilil8Sigh¥estiealgtbpdratioAntenna B el e
directivity, would be lower if just du Itipath. S I aiaiay

Signal Strength: -37 dBm
Current RSSI: 59
Transmit Packets: 2856
Receive Packets: 533




Antenna Radiation




Regulatory Overview

Title 47 Part 15 subpart C section 247 ( )

Point to Multi-point
. Radio = 30dB Max Peak Power
. Antenna = 6dBi Max Gain
 Antenna > 6dBi, the Radio must be reduced by corresponding
amount?

? Why would someone want to have a
higher gain antenna and reduce the TX

power of the radio ?




Regulatory Overview

Title 47 Part 15 subpart C section 247 ( )

2.400 — 2.483 GHz 2.4GHz P2P Rule 1% 34 up

. . ) i i Radio Antenna | Total EiRP
If Antenna gain is > 6dBi, then for each 3 dBi of gain requires

a 1dB decrease in Radio TX power.

30 6 36
5.725 - 5.850 GHz 29 9 38
28 12 40

Antenna may have > gain than 6dBi without any reduction in

Radio TX Power.
Radio Antenna Total EiRP 20 36 56
(dBm) Gain (dBi) (dB)

30 6 36

30 50 80 < :




Regulatory Overview

Title 47 Part 15 subpart E section 407 ( )
v 4
power Gain (dBi)
— (5.15-5.25 GHz) 50 mW
2 — (5.25-5.35 GHz and 5.47-5.725 GHz) 250 mW 6* Required
3 — (5.725-5.825 GHz) — Multi-point 1W 6* NA
— (5.725-5.825 GHz) — Fixed P2P 1W 23 # NA

* |f Antenna gain is > 6dBi, then the radiator must be decreased by a corresponding amount.

# If Antenna gain is > 23dBi, then the radiator must be decreased by a corresponding amount

SatelliteDish.com 954-941-8883





