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Basic Settings

Uze this page to configure the basic parameters of device.

Device Settings

Device Mame: ap27dch3 (max. 15 characters and no spaces)
Metwork Mode: Bridge -

- Bridae o Route Ethernet DataRate: Auto -
Country/Region: United States -

Country Regiorg Will adjust the Spanning Tree: ® Enabled © Disabled

frequency channel and output power STP Forward Delay. L (1~30 seconds)

plan based on selected country GPS Coordinate Settings

Spanning Tree Prevent Network Loop: Latitude: N ovo ‘o o

USing the STP Longitude: E =0 "0 ‘0

—
STP Forward DelgyAdjust how often STP will reassess the network

GPS CoordinatesManually input the GPS Coordinates for the Radio.
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) TCP /IF

TCPI/IP Settings

This page configures the IF address, subnet mask, DHCF,
network: that is connected to the LAN port of the device.

IP Address Assignme nt

| Obtain IP Address Automatically
@ Use Fixed IP Address

IP Address : 192.168.1.1
Time Settingg Manual or server synchronization  suenstitssk: 255.255.255.0
Gateway |p Address : 0.0.0.0
DMNE1: 0.0.0.0
RADIUS Settings 0.0.0.0

Use this page to =et the radius server settings.

Time Settings

You can synchronize System Log's time stamp with a public time server over the Internet.

Authentication RADIUS Server

IP Address: 0.0.0.0
Current Time: ¥r 2010 Mon 1 Day 1 Hr 0 Mn 21 Sec 12 Port 1812
Time Zone Select: (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London - Shared Secret

[C] Enable NTP client update

B ——— TR ] Global-Key Update
MTP server: 192.5.41.41 - North America

@ Manual IP: 1.0.0.0 every| 2600 | Seconds
T
T —
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Basic Setting

Wireless Basic Settings

Use this page to change the wireless mode as well as configure any associat
parameters.

"] Disable Wireless LAN Interface

Operation Mode: AP h
| AP Rebpbeating rReneater Wireless Metwork Name(S5I1D).  Wireless (more...)
Broadcast SSID: @ Enabled ) Disabled

Differences Between Modes

Operational Mode

20211 Mode:
HT protect:
Frequency/Channel:

Extension Channel:

7y Enabled @ Disabled

802.11B/G/N ~

2437MHz (6) =

BW Options

Function
AP Client Bridge AP Repeater
SSID 0 0 0
Lock AP MAC 0
BroadcasSSID 0 o]
HT Protect 0 o]
Frequency 0 0 o]
Ex. Channel o) o) 0
MAC Clone 0

Channel Mode:
Antenna:

Maximum Output Power (per
chain):

Data Rate:

Extension Channel Protection:

20MHz | ©/10/20 & 40MHz

@ Internal (8 dBi)

12

) External (M-Type)
28
. 26 dBm

Auto

Mone -

S

-
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VAP Profile Settings

define each WLAN's attribute.

+ # % Profile Name + SSID & Security Vlan ID Enable
1 Profile1 Wireless Open System Always Enabled
2 Profile2 Wireless Open System El
3 Profile3 Wireless Open System 1
4 Profiled Wireless Open System |
5 Profiled Wireless Open System El
accessed through a VLAN. 5 Profiles Wreless Open Systerm .
7 Profile? Wireless Open System |
Profile(x)¢ Each profile can be configured s puoiies Wireless Open system B
individually as seen on the next slide. ® | Profles Vireless S5 0
10 Profile10 Wireless Open System El
11 Profile11 Wireless Open System o
12 Profile12 Wireless Open System o
13 Profile13 Wireless Open System Ol
14 Profile14 Wireless Open System o
15 Profile15 Wireless Open System El
16 Profile16 Wireless Open System o

] Enable 802.1Q VLAN

Management VLAN 1D:
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VAP Profile1 Settings

Basic Settings

nd Profile Name: Profile1

Wireless Metwork Mame (SSID);  Wireless
Broadcast SSID: @ Enabled ) Disabled

Wireless Separation: ) Enabled @ Disabled
\/Irele eparatioig rFreve = ocClated WM Support @ Enabled ) Disabled
users from connecting to each other over the I . station 22 0:32)
wireless bridge and bgassing the Ethernet Security Settings
port Metwaork Authentication: Open System A
Diata Encryption: Mone A

WMM ¢ (Wi-FiMultimedia) Support for e e

. Default Tx Key:
ereIeSSQOS WEP Passphrase:
. . Encryption Key 1:
MAX Station¢ Number of clients allowed to Eneryption Key
associate Encrypion Key 3:

Encryption Key 4:
—
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Wireless Advanced Settings

These settings are only for more technically advanced users who
wireless LANs, These settings should not be changed unless vou
changes will cause.

A-MPDL aggregation: @ Enabled ) Dizsabled
A-MSDU aggregation: ©) Enabled @ Disabled
Short GI: Enabled @ Disabled
RTS Threshold: 2347 (1-2347)
. . ) . Fragment Threshaold: 2346 (256-2346)
TDM Coordinatiorg best used with multiple Beacon Inferval: (o5 (201024 ms)
clients DTIM Interval: 1 (1-255)
Preamble Type: O Long @ Auto
Space in meterg 1000 meter is default and (GHIF Shocping © Enabled - Disabled
. . . RIFS: @ Enabled ) Disabled
can be used in most situations LinkIntegration: R
TOM Coordination: Z) Enabled @ Disabled
Space In Meter: 1000 (0-15000 m)

Enable Traffic Shaping

Incoming Traffic Limit: 102400 kbit's
Incoming Traffic Burst: 20 kBytes
COutgoing Traffic Limit: 102400 kbit's

Outgoing Traffic Burst: 210 kBytes
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1:ereles:?. Advanced Settings

These settings are only for more techmscally advanced users who have a s
wirgloss LANS. These settags should net be chunged unless you understand
changes wil cause,

AMPOU aggregation 9@ Enabled Disabtied

U RACg Receiver Address M0 soprepon Enaled @ Dusatiea

.. . Shont Gl Enadled ¥ Disatied

0 TAc¢ Transmitter Address RTS Trveshold w7 | o

U0 DACc¢ Destination Address FRAPT Ructi 28 | e

. Beacon Indervad 100 (20-1024 ms)

U SAc Source Address OTM et l (1-255)

Preambie Type Long ® Ao

Note: AP must support LAM-LAN mode :::S"“m j ::::: ;::;::

Multi-Clientg Traditional packet delivery method is compatiple==« et
W|th I f f ' t Q é Enable Traflfic Shaping

mcomng Trame st 102400 s
ncoming Trame Burst 20 Byles
Outgoing Tealic Lima 102400 s
Outgoing Trafic Berst 20 Stes
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Wireless Access Control

If vou choose 'Allowed Listed', only those clients whose wireless MAC addresses are
control list will be able to connect to your Access Point. When 'Deny Listed' is selecte
chients an the list will not be able to connect the Access Point.

Access Control Mode: Disable -

MAC Address:

[Apphr] [ Cancel]

= MAC Address Select Edit
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WDS Settings

A Wireless Distribution System allows interconnection of access poin
jm@s, wvou must set all interconnected APz in the same channel, in

AP=s which vou want to communicate with in the table below an
function. This function will only work in Bridge and AF Repeater mod

WDS Separation: Enabled @ Disabled
Local MAC Address:

Associationc Association is based on MAC
address tables of remote bridges

Remote AP MAC Address 1:
Remote AP MAC Address 2
Remote AP MAC Address 3
Maximum connections; Up to 4 remote Remote AP MAC Address 4

bridges may associate with each other

How do you configure a WDS Network?




L-Corig .. WDS Example
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; WDS Pointo-Point

[ A
WDS Association Table WDS Association Table
Remote MAC =

Remote MAC XX:XX:XX:XX:00:02
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g WDS Pointo-Multi -Point

3 Device Configuration

XXXXXX:XX:00:01

MAC XX:XX:XX:XX:00:0

WIRELESS
CPE

= L

WDS Association Table WDS Association Table

Remote MAC XX:XX:XX:XX:00:02 Remote MAC =
Remote MAC =) O XX X:00:03

Il RR GKS NBY230S oNRR3IS / Qa a!/ | RRNBaa
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g WDS Pointo-Multi -Point

4 Device Configuration

XXXX:XX:XX:00:01

&
¢
S 2ty —
T S ~
. N4 o
WDS Association Table Bridge D WDS Association Table
Remote MAC XX:XX:XX:XX:00:02 MACXXXXXX: XX XX:04 Remote MAC =
Remote MAC =X XOCXXXX:00:03 ~ \WDS Association Table
Remote MAC X X: XX:XX:XX:00:04 | Mo
| Remote MAC =
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Configured as a RELAY

XXXX:XX:XX:00:01

XXXXXXXX:XX:01

s |
- edlink |
- Established Link > |
£s,
teb//' L
— Sh =
S L .

WDS Association Table % SEls WDS Association Table
Remote MAC XX:XX:XX:XX:00:02 MACXX:XX:XX:XX:XX:04 Egmgi MQg XX 000
Remote MAC X XX:XX:XX:00:03 " \WDS Association Table Co
Remote MAC X X: XX:XX:XX:00:04 Mo

| Remote MAC =

—
———————————————————————
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Will STP Prevent WDS Loops? No, WDS is implemented at the Wireless Driver
level and STP works at the Layer 2 Bridge Layel
A loop will create a packet storms at the wireles:
driver level.

The next couple of slides will show two common loop issues operators can create
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’ WDS LOOP Example

XXXXXX:XX:00:01

XXXXKXXKXX:XX:01

- —
— —
I e
WDS Association Table . WDS Association Table
Bridge D Remote MAC =
Remote MAC XX: XX:XX:XX:00:02 MACXX: XX XX XX:XX:04 Remote MAC %X -XX-XX-XX-XX-0
Remote MAC =X X0 XXX X:00:03
Remote MAC XXX XX:XX:00:04 e WDS Association Table

Remote MAC =

[ e—
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’ WDS LOOP Example

XXXXXX:XX:00:01

XXX XXKXX:XX:01

— =

| =—"==} =]
WDS Association Table SEln WDS Association Table
Remote MAC XX:XX:XX:XX:00:02 MACXX: XX XX XX XX:04 Remote MAC XX:XX:XX:XX:00:04

Remote MAC ZOX XXX XX:00:04
e WDS Association Table

Remote MAC =
Remote MAC XX: XX:XX:XX:00:02

[ e—
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AP Repeating Combines WDS bridging + AP Functionality

XXXXXX:XX:00:01

Internet

Il
) & . WDS |
< >

L

—_— |
WDS Association Table e
Remote MAC XX:XX:XX:XX:00:02 WDS Association Table

Remote MAC O XOCXXXX:00:03 Remote MAC =
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Point to Point networks suffer little to no effects.
Pointto-Multipoint networks Vary. Adding a relay point or a
repeater will cut performance about 50% as it needs to Receive

and Transmit every packets.

The next few slides will show some real examples.
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WDS P2P Performant

2 Radios in a Poinrtib-Point configuration.

Wed, 1 Aug 2012 14:44:0

Bandwidth

MBits (BWY)

285.0
Time (sec)
#260: [2.93MBits/s]
#204: [2.96MBits/s] #156: [2.95MBits/s]
#180: [2.96MBits/s]
#188: [2,95MBits/s]

Qutput
[180] 0.0-100.0 sec
[212] ©0.0-100.0 sec
[172] 0.0-100.
[5UM] ©.0-100.

2 C
eC 527 MBytes| 44.2 Mbits/Ss

1
1
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3 Radios in a PoiAib-Point configuration with a relay in the middle..

Wed, 1 Aug 2012 15:1.40

CET DT

MBits (BWW)

85.0 ar s
Time (sec)

#260: [1.21MBits/s]

#164: [1.47MBits/s] #180: [ 1. 46MBits/s]
#172: [1.47MBits/s]

#220: [1.48MBits/s]

Qutput

[196] 0.0-100.1
252] 0.0-100.1
[204] 0.0-100.1
[SUM] 0.0-100.1

w W W W
m mMm m
0o 0 0

m
[
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2 Radios in AP Repeating Mode

Wed, 1Aug 2012 15:25:1

Bandwidth

MBits (BW)

o

85.0
Time (sec)

#204: [2.32MBits/s]

#188: [3.07MBits/s] #220: [2.65MBits/s]
#156: [2.38MBits/s] #172: [2.94MBits/s]

#164: [2.99MBits/s]

Qutput

0.0-100.0 sec

0.0-100.0 =ec

I
S

Bt bt bt bt

0.0-100.0 sec

0.0-100.0 sec

1 Ry B3 B

[

=
=
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3 Radios in AP Repeating Mode

Wed, 1Aug 2012 15:17:53

Bandwidth

1.75 1
1.50 "\“\\_;;;i&g{k e
A i

l'h__,.-' i | e |

1.25
E .".I .-'a l
@ 1.00 /
i ] J _{
= . »_
m 075 STy R A e e o

050

025

0.00
700 728 750 77a 20.0 225 250 ars 0.0 025 a5.0 =]

Time (sec)
&1 64: [1. 30MBits =] #244: [1.41MBits/s]
#172: [1.41MBits/s] #180: [1.28MBits/s]
#2312 [1.31MBits/s] #252: [1.35MBitss]

#188: [1.39MBits/s]

Output

[212] 0.0-100.1
[180] 0.0-100.1
[244] 0.0-100.1
[STM] O.0-100.1

Done.

m M
0

m w o W
m
(]

2c
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Information

This page shows the current status and some basic settings of

System Information

Device Mame ap27dcb3
MAC Address 00:19:70:27.dcb3
Country/Region United States
Firmware Version 308

LAN Settings
IP Address 192.168.1.1
Subnet Mask 255.255.255.0
Gateway IP Address 0.0.0.0
MAC Address 00:19:70:27:dcb3

Wireless Settings

Operation Mode
Wireless Mode
SSID
Encryption
ACK Timeout
WHMM Enable
Moise Floor

AP
802.11BIGIN
Wireless
Open System
35us

Cn

-96 dBm

Status

Association List

This table shows the MAC Address, [P Address and RSSI for each associated device(s).

s VAP | o . Signal | Noise - R )
Findex T MACAddress & oo FHoor  CommectionTime ¢ LastlP  Action
1 5c0a:Sbi4d:bd4d 52 96 2010-1-100:07:37 20621462102 Kick
Statistics

Thes page shows the packiet Counters fo both 1ransmsssdn and recedtion over the respective mreiess
and Dhomet ratwerks.

Poll ntervat S (0-65514) sec | Set interval Stop
Recereod Traasetiod
P 0
1595 &sn
132 0
TotM Packets 302N L)
Totel Sytes 703304 58499
Ememet
Yot Pacrecs 42400
Tote Brtes
ARP Table

This table displays ARP informatien.

Network Activity

This graph dessiays throughpet infirmasan for both the Wirtiess and EXemet nesmorks.

2

) b 388k

.:\
i

5

L
[}

S

of w3

© W c2sis

LY
\

* IP Address * MAC Address + Interface
192.168.1.2 00:0C:F1:.D7.CF.DC br0
192.168.15 20:6ABA4DAB0A bro

Bridge Table

This table displays bridge information.

MAC Address % Interface + Ageing Timer(s)
08:99:97 LAN 66.06
80:82:be LAN 022
Ta75:a7 LAN 287
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