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Utility Layout



Device Name ςContains last 6 digits 
of MAC Address

Network Mode ςDefine Ethernet port 
as Bridge or Router

Country Region ςWill adjust the 
frequency channel and output power 
plan based on selected country

Spanning TreeςPrevent Network Loops 
using the STP

STP Forward DelayςAdjust how often STP will reassess the network

GPS CoordinatesςManually input the GPS Coordinates for the Radio.

System Settings
Basic Settings

KEY FEATURES



General TCP / IP

RADIUSςGeneral configuration, other RADIUS 
options also available as we will see later

Time SettingsςManual or server synchronization

System Settings
TCP / IP

TCP/IP ςBasic configuration settings



Available Operational Modes

üAP - Access Point
üWireless Client ςStation, CPE
üBridge ςP2P, PXP, WDS Bridge
üAP Repeating ςRepeater

Function
Operational Mode

AP Client Bridge AP Repeater

SSID Õ Õ Õ

Lock AP MAC Õ

Broadcast SSID Õ Õ

HT Protect Õ Õ

Frequency Õ Õ Õ

Ex. Channel Õ Õ Õ

MAC Clone Õ

Differences Between Modes

Wireless Settings
Basic Settings

BW Options
5 / 10 / 20 & 40MHz 



Virtual Access Point Settings

16 Configurable VAP Profiles

Profile(x) ςEach profile can be configured 
individually as seen on the next slide.

802.1Q VLAN ID ςVLAN pass through 
allows the devices user interface to be 
accessed through a VLAN.

Wireless Settings
VAP Profile List



Wireless Settings
VAP Profile Settings

VAP Profile 1 Settings

Fundamental SettingsςProfile name, SSID, 
Broadcast SSID, Security including WEP, WPA and 
WPA2

Wireless Separation ςPrevent Associated 
users from connecting to each other over the 
wireless bridge and by-passing the Ethernet 
port

WMM ς(Wi-Fi Multimedia) Support for 
wireless QoS

MAX Station ςNumber of clients allowed to 
associate



Advanced settings are best at default

These features can help increase network performance 
when used correctly, often modifying them without need 
will negatively  impact a networks performance.

Wireless Settings
Advanced Settings

TDM Coordination ςbest used with multiple 
clients

Space in meters ς1000 meter is default and 
can be used in most situations



Solution:Lan2LanUtilizes all 4 available Address fields
ü RA ςReceiver Address

ü TA ςTransmitter Address

ü DA ςDestination Address

ü SA ςSource Address

Note: AP must support LAN-to-LAN mode

Wireless Settings
LAN-to-LAN

Available in Wireless Client Mode ςCPE Type

Situation:  Typical WLAN packet delivery uses 3 Address Fields (DA, SA and BSSID)

Problem:   /ŀƴΩǘ support multiple clients behind client

Multi -ClientςTraditional packet delivery method is compatible 
with ŀƭƭ !tΩǎ



Wireless Access Control

Why beneficial? = Added level of security

How does it work?    = Based on a MAC address list you can include or exclude clients 
that attempt to associate to your AP

Wireless Settings
Wireless ACL



WDS (AP Repeating and Bridge Modes)

Wireless Distribution System (WDS) is a Bridging 
protocol that allows multiple bridges to 
communicate with each other

Association ςAssociation is based on MAC 
address tables of remote bridges

Maximum connections ςUp to 4 remote 
bridges may associate with each other

How do you configure a WDS Network?

Wireless Settings
WDS Bridging Protocol



WDS Examples

WDS applies to Wireless Bridge and AP Repeating modes.

Typical Configurations:
ÅPoint to Point (P2P)
ÅPoint to Multi-Point (PXP)
ÅAccess point with repeating (APR)



Bridge A
MAC XX:XX:XX:XX:XX:01

WDS Association Table

Bridge B
MAC XX:XX:XX:XX:00:02

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01Remote MAC = XX:XX:XX:XX:00:02

!ŘŘ ǘƘŜ ǊŜƳƻǘŜ ōǊƛŘƎŜ .Ωǎ a!/ ŀŘŘǊŜǎǎ ƛƴǘƻ .ǊƛŘŜ !Ωǎ ²5{ ǘŀōƭŜ

!ŘŘ ǘƘŜ ǊŜƳƻǘŜ ōǊƛŘƎŜ !Ωǎ a!/ ŀŘŘǊŜǎǎ ƛƴǘƻ .ǊƛŘŜ .Ωǎ ²5{ ǘŀōƭŜ

WDS Bridge link is now Established

Wireless Settings
WDS Point-to-Point



Bridge A
MAC XX:XX:XX:XX:XX:01

WDS Association Table

Bridge B
MAC XX:XX:XX:XX:00:02

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01Remote MAC = XX:XX:XX:XX:00:02

3 Device Configuration

!ŘŘ ǘƘŜ ǊŜƳƻǘŜ ōǊƛŘƎŜ /Ωǎ a!/ ŀŘŘǊŜǎǎ ƛƴǘƻ .ǊƛŘŜ !Ωǎ ²5{ ǘŀōƭŜ ŀƴŘ !Ωǎ ƛƴǘƻ /Ωǎ

Established Link

Bridge C
MAC XX:XX:XX:XX:XX:03

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:03

Wireless Settings
WDS Point-to-Multi -Point



Bridge A
MAC XX:XX:XX:XX:XX:01

WDS Association Table

Bridge B
MAC XX:XX:XX:XX:00:02

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01Remote MAC = XX:XX:XX:XX:00:02

4 Device Configuration

Established Link

Bridge C
MAC XX:XX:XX:XX:XX:03

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:03

Bridge D
MACXX:XX:XX:XX:XX:04

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01
Remote MAC = XX:XX:XX:XX:00:04

Wireless Settings
WDS Point-to-Multi -Point



Bridge A
MAC XX:XX:XX:XX:XX:01

WDS Association Table

Bridge B
MAC XX:XX:XX:XX:00:02

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01Remote MAC = XX:XX:XX:XX:00:02

Configured as a RELAY

Established Link

Bridge C
MAC XX:XX:XX:XX:XX:03

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:03

Bridge D
MACXX:XX:XX:XX:XX:04

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01
Remote MAC = XX:XX:XX:XX:00:04

Remote MAC = XX:XX:XX:XX:00:03

Remote MAC = XX:XX:XX:XX:00:02

Wireless Settings
WDS RELAY



CAUTION: WDS Is Not Designed To Handle Bridge Network Loops!

What types of Networks can WDS Bridge Networks support Start or tree 
I Create using WDS? topologies. Ring or mesh Networks are NOT 

supported and will create network Loops.

Will STP Prevent WDS Loops? No, WDS is implemented at the Wireless Driver
level and STP works at the Layer 2 Bridge Layer. 
A loop will create a packet storms at the wireless
driver level.

Wireless Settings
²5{ [hhtΩǎ

The next couple of slides will show two common loop issues operators can create.



Bridge A
MAC XX:XX:XX:XX:XX:01

WDS Association Table

Bridge B
MAC XX:XX:XX:XX:00:02

Bridge C
MAC XX:XX:XX:XX:XX:03

Bridge D
MACXX:XX:XX:XX:XX:04

WDS Association Table

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:02

Remote MAC = XX:XX:XX:XX:00:03

Remote MAC = XX:XX:XX:XX:00:04 WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:02

Remote MAC = XX:XX:XX:XX:XX:03

Wireless Settings
WDS LOOP Example 1



Bridge A
MAC XX:XX:XX:XX:XX:01

WDS Association Table

Bridge B
MAC XX:XX:XX:XX:00:02

Bridge C
MAC XX:XX:XX:XX:XX:03

Bridge D
MACXX:XX:XX:XX:XX:04

WDS Association Table

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:02

Remote MAC = XX:XX:XX:XX:00:02

Remote MAC = XX:XX:XX:XX:00:04

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:04

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:02

Remote MAC = XX:XX:XX:XX:XX:03

Wireless Settings
WDS LOOP Example 2



WDS Association Table

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:02

WDS Association Table

Remote MAC = XX:XX:XX:XX:00:01

Remote MAC = XX:XX:XX:XX:00:03

AP Repeating Combines WDS bridging + AP Functionality.

WDS

Wireless Settings
AP Repeating



QUESTION: Does WDS Bridging affect throughput?

ANSWER: Yes, the impact on performance depends on the Network setup.

Point to Point networks suffer little to no effects.
Point-to-Multipoint networks Vary. Adding a relay point or a 
repeater will cut performance about 50% as it needs to Receive
and Transmit every packets. 

Wireless Settings
WDS Performance

WDS Throughput Performance Impact.

The next few slides will show some real examples.



Wireless Settings
WDS P2P Performance

2 Radios in a Point-to-Point configuration.



Wireless Settings
WDS P2P Relay Performance

3 Radios in a Point-to-Point configuration with a relay in the middle..



2 Radios in AP Repeating Mode

Wireless Settings
WDS AP Repeating Performance



Wireless Settings
WDS 3 AP Repeaters Performance

3 Radios in AP Repeating Mode



Status



Tools ςWireless Client

Site Survey ςFor client mode


